What is the Importance of Ethics in Data Science?

Analysing the plethora of data we consume daily is an instinctive part of human nature. Recognising
and understanding patterns in our world allows us to make informed responses from a survival
perspective down to the opinions, preferences, habits and relationships we form within our lives.
These behaviours were intensified with the digital age, and with increased technologies and
software, they became imprinted onto a global pile of active information where we continue to
dictate our actions — or at least, we think we do. As the data pile grows exponentially, with 2013
research declaring an estimated 90% of it having only been collected within the two years prior,* it
became apparent to those at the forefront of technological progress that sorting through it and
learning from it would require a field of its own, and data science emerged 2 along with the term ‘big
data’ which refers to the systemisation of masses of data that are large in volume and variety,?
obtained by companies to be sifted and analysed for information. 4 By observing patterns within big
data from the way that data is used and transferred, data scientists are able to analyse the very core
of our technological behaviours, enabling continuous innovation and empowering much of the
artificial intelligence which we have grown accustomed to within our everyday lives. With this level
of intimate access to the way in which we knowingly or unknowingly share our data — which can be
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on a social media feed — the issues of security and privacy arise. As the range of technology that we
use and the information that corporations learn simultaneously increase, with our data being
harvested for access and distribution to whichever degree service providers decide upon, we might

guestion the significance of ethics within data science.

Access to this arguably sensitive information allows data scientists to pick up and formulate
impressions of us and moral opinions of right and wrong can quickly diverge, making the topic of
ethics blurred to some extent.®> Are they simply analysing anonymised patterns of usage to optimise
the profitability of a certain product or expand a particular market, or are our identities less hidden
than we think? Anonymised data, which could be personal but ‘scrubbed’ of its unique identifiers, is
largely unregulated and can be sold on to third parties, including marketing companies or data
brokers (whose chief service is to purchase and resell data to customers, such as businesses looking
to target advertisements to potential customers or money lenders looking to detect fraud and check
the credibility of loan applicants).® On one hand, there seems to be little ethical input required for
this transactional use of data since it is generally used as a marketing tool in line with capitalist
structures, but when the use of data leads to overly specific targeting of people, ethics become a
consideration. Despite the protective legislations against the misuse of personal data, this industry
communality means individually depersonalised identifiers can easily be cross-referenced and
reidentified, 7 which seems to render the ethical challenge of misusing the capabilities of data

science insignificant amongst the grander visions of market successes.
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When our data finds its way to those who understand its scientific and economic value, it can be
argued that ethical conduct is its primary protector within the realms of data science. Ethics and
principles could differentiate a company employee from a malicious insider - one of the most
common causes of data breaches ® - but alone will not always prevent the mishandling of data,
whether it is accessed internally or stolen otherwise. It can be argued that whilst ethics are as
fundamental within data science as they are in many facets of life, there are other more dependable
factors involved in the area, often dictated by the companies profiting off big data. Improving data
defences with knowledgeable security staff and well-maintained hardware can protect the
information about the subjects unknowingly at the core of this research, but choosing to incur the
costs of strengthened cyber security and better understanding of data science is a decision that
sometimes has to be, to a degree, based on ethics. However, security breaches are not cheap - 2020
statistics show that the average cost of a data breach is $3.86 million.® With this being the case, it
could be interpreted that the companies most likely to reject or avoid the costs of data protection
are those which reap the biggest profit margins on their services or products, 1° and consequently
also the ones likely to mine the most data whilst dismissing ethics; examples of recent significant
data breaches include Twitter having 130 high-profile accounts targeted, a security breach of the
Marriott-Starwood hotel chain impacting over 5.2 million hotel guests, and Uber being hacked in

2016 where information was stolen about 57 million users and drivers. ** It took Marriot-Starwood
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four years from the initial breach of over five hundred million guest records, which included sensitive
information like passport numbers and financial details, to identify that the issue had occurred and
subsequently release this finding publicly.!? The Starwood brand’s reservation systems were flawed
and notoriously difficult to secure, 3 and after the initial attack in 2014 they were infiltrated again in
2015 in a separate attack that took eight months to be noticed.!* Following their acquisition of
Starwood in 2016, Marriott laid off many of their staff, with no exemption for those in security and
information technology,® even though they went on to rely on the already problem-ridden
Starwood systems to accommodate thousands of new customers: the payroll cuts appear to have
been made in the interest of maximising their increased profitability without prioritising
functionality, further evidenced by the continued neglect of the struggling Starwood systems holding
their data until their hands were forced by the realisation of the breach in 2018.1® These
accumulative events could be reason to believe that the situation, risking many trusting customers,
may have been avoided if ethics had more importance in their data science management. Overall,
company mismanagement in the protection of the data which they rely on data science to
successfully exploit seems to return to ethics: it could be argued that the decisions taken to forego
extra security measures to protect consumer details - typically in preference of reducing costs or
holding on to business deals to maintain and maximise profits whilst gambling the big data collected

- is inherently unethical, and if ethical decision-making was given more importance in the use of data
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science and implemented in the defence of consumer privacy then fewer compromises might be

made, crowning ethics an influential determinant in responsible data science control.

As well as being essential in the regulation of data science, ethics are also important in the way it is
applied. When sensitive data is collected, there is the inevitable risk of misuse, but when harnessed
by ethically guided data scientists to identify systematic prejudices and injustices and then question
the underlying causes of these, tangible progress can be made to dissolve larger societal problems
that are else reflected in the algorithms that go on to be used across these same defective societies.
17 Digital algorithms used by many service providers are not sentient, but it cannot be assumed that
they operate with immunity to human bias. They will process the inputs they receive in line with the
way they have been programmed by the data scientists and the research that came before them,
and if this disregards situational factors and enforces a systemic bias or discrimination 8 to the
service provider, it can easily be accepted without ethical consideration. Ethical consideration is
brought in by the human element of data science, where the faults of the models are picked up and
acknowledged, and then the scientists and organisations behind the machines address the ways in
which they can be targeted progressively to break down institutionalised barriers. Data scientists
have shown the importance of ethics in innovative practice by responding to their ethical
guestioning of algorithmic bias with the discovery of a method to determine whether supposedly
neutral functions are instead fulfilling the flaws of the system in which they operate ¥° - an

algorithmic way of contesting algorithmic issues. Ethics within data science encourage an increased
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pace of progression that might be a key factor in solving some of the greatest unresolved or

persisting challenges faced both technologically and socially.?’ 2

Data science is an expansive subject, as is the importance of ethics within it. Nonetheless, even this
somewhat small insight can exemplify that to optimise the potential of data science, it takes more
than exploiting surface-level patterns found in large datasets and tuned algorithms; it asks for the
behaviour of real people within data science, driven by ethics, to maximise the opportunities of the
rapidly growing area of research, such as by resolving problems in artificial intelligence or by
considerate application in widely beneficial medical research.?? 2 Ethical implications have likely
contributed to changes that mitigate the negative consequences of the growth of data science, such

as the EU’s GDPR regulations 2* which coerced many companies 2 26

into considering their cyber
security, but legislations are not necessarily indicative of ethics being regarded highly — these
companies might not otherwise give importance to the role of ethics in their use of data science.
Regardless, even if they are not yet being acted on communally, ethics appear conclusively to

possess great importance in the future of data science: they are paramount to its continual

successes and growth.
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